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Data capture and port mirroring | By Wayne Howell

In recent months, I have focused on the hardware side
of the Ethernet interface: how to diagnose and indeed
avoid cable and connector problems. But what do we
do when the network infrastructure is good and we still have
problems? We analyse the data. For many, that will sound like
a tall order - the data on the network should just ‘work’.
The Artistic Licence Help Desk is frequently called upon
when networks misbehave. Sometimes the answer is obvious,
but often we need more information in order to assist. For
example, I would often ask a customer to make a Wireshark
capture and send it to us for analysis.
Wireshark is a truly impressive example of how free, opensource software tools can help us (thank you to the team that
continues to develop and support it). Wireshark (available from
www.wireshark.org) is something everyone involved in lighting
networks needs to install on their laptop.
To start, run the application and select the Capture menu.
‘Options’ will bring up a list of all the connected network
interfaces - choose the entry that represents your lighting
network to start capturing data.
However, because the names can be unhelpful, you may
need to try a few options before you find the correct network
interface. The screenshot below is from my test machine and
you can see the potential name confusion.
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In the example below, Packet 3 is a controller at IP 2.0.0.20
broadcasting an ArtPoll to IP 2.255.255.255. That is the Art-Net
version of “Hello - who’s out there?”. Packet 4, meanwhile, is
a gateway at IP 2.137.0.37 responding to the poll. The controller
knows the gateway is there and can now ask more questions.

What if we want to look for data from a particular
manufacturer or indeed, product? The second pane of the
Wireshark display shows a decode of the packet selected in the
first pane. In the above example, you can see a line called ESTA
Code: Artistic Licence Engineering Ltd identifies the packet as
originating from Artistic Licence. To find out which packets are
from the same manufacturer, right click and select ‘Apply as
Column’.

The ‘Traffic’ column is a small graph of the data flow on each
network - you may need to watch the display for 10 seconds
to work out which entry is the one you care about. Note that
the ‘Enable Promiscuous mode’ checkbox should always be
checked, as it ensures the network interface would show you all
the data it sees, not just that which is expected. Having picked
the interface, you can ‘Start’ capturing. The main display will
fill with network data - some will be lighting data, others will be
things like your laptop searching for a printer that you threw out
years ago . . .
If you are capturing for someone else to analyse, this is fine.
Let Wireshark run for a while (with the lighting console also
running), then go to Capture, select ‘Stop’ and save the file,
which will most likely be huge, so zip it before you email it to
your friendly help desk.
So, how do we make sense of what is in the capture? The
filter bar, a text entry line below the menu, is the starting point.
If you know what protocol you care about (sACN, Art-Net,
RDM), then type it into the bar - if Wireshark understands, the
background shows in green (it doesn’t understand hyphens, so
you need to mistype Art-Net as artnet). Hit return and the main
display will show just the filtered
data. The columns that matter
are Source, Destination and Info.
Source and Destination give you the
IP address, whilst the Info field tells
Wayne Howell is the CEO of Artistic Licence, the
you the type of packet.
lighting controls company that he founded in 1988.
With filter in place, the capture
Wayne invented Art-Net and is actively involved in the
becomes fairly easy to understand.
ESTA technical standards programme.
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B Pulling the manufacturer column . . .
C . . . and the resulting column (facing
page, top)
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Once you are confident with
the filter concept, you can start
to mine down through the data
packets. Art-Net encapsulates
RDM data, the screenshot to the
right shows how you filter down to
the RDM data.
PORT MIRRORING
There is one significant problem, however - the bulk of network
data is unicast. In the examples above, I was running the
lighting control software (DMX-Workshop) on the laptop I was
using to capture. But most of the time, you would have plugged
your laptop into a switch. A switch is designed to route data
intelligently, but when trying to capture data, this intelligent
routing would work against you - as a result, you will only be
able to see broadcast data.
The solution is port mirroring - a feature that most (managed)
switches offer. Simply put, it allows you to tell the switch to
dump all traffic from port X onto port Y, so you can capture it.
Yet again, I have dusted off my trusty Netgear switch a GS728TPP - plugged into port g11 and I have a lighting
network connected to port g1.
Mirroring is to be found under the Monitoring - Mirroring menu.
In the screenshot below, I select ports g1, g2, g3 and g4 and set a
destination monitor port of g11 for both transmit and receive data.

U N B E ATA B L E :
SWL.............1000 kg
SPEED..........4 m/min
18 m
weight...........60,8 kg
DMI....416x300x335
noise........< 60 dB/A

As my Wireshark laptop is connected to port g11, I will be
able to see all the traffic on ports g1-g4.
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The great thing about port mirroring is that it is IP address
agnostic. All the data will be mirrored to your monitoring
port and, so long as you have ticked the ‘promiscuous’ box in
Wireshark, you will see the data. I
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